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Abstract 

Modern algorithms have reached the limit of traditional regulation. The objective of the novel AI 

Act is to regulate this field in a comprehensive manner. After outlining its approach, the following 

analysis will set the problem of protecting human rights against the promotion of innovation, as 

these two goods are in many respects mutually exclusive, if regulation is to be enforced effectively.  

At first glance, the European regulation appears too rigid and has considerable disadvantages. 

However, this paper concludes that the approach still offers potential for improvement, but that 

the European approach is promising in the long term and on an international scale. 
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AI Statement 

DeepL SE, DeepL Translator, translation of German written text into the English equivalent.  

DeepL SE, DeepL Write, grammar corrections, spelling corrections, and reformulation of English 

written text.  

Elicit Research, Elicit, summarization of documents and answering queries respectively.  
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1 Introduction 

Artificial intelligence (AI) is one of the most meaningful technological developments of the current 

times. Stephen Hawking called it ‘the biggest event in the history of our civilization’.1 The 

theoretically endless capabilities accompanying AI are overwhelming and by now hard to imagine 

because its development is still in its infancy. As of today, there is no defined idea of the direction 

in which AI will head. Chatbots have been the latest form of AI to gain significant attention due to 

their accuracy and broad capabilities. Nevertheless, the scope of application for these systems is 

very big and could span various areas.  

The ongoing evolution of AI has the potential to shape human behaviour and reallocate wealth and 

resources globally by strategically fostering certain digital activities but not others.2 It offers a wide 

range of benefits, economically and socially, based on the enhanced efficiency of automated 

processes and could have significant transformative effects.3 However, AI’s broad application could 

also cause immense damages for society.4 If not controlled properly, these systems could harm 

individuals, their health, property, and rights, e.g. by causing damages without bearing liability, 

discrimination or limiting the freedom of expression.5 As AI systems become more advanced and 

integrated into society, its unrestrained use could have far-reaching consequences. Governments 

must limit the responsibility assigned to algorithms to control the future impact of AI and prevent 

it from overtaking sectors of people’s lives by outpacing humankind. 

Thus, regulations could still impact the direction of AI’s technological development. Due to the 

steadily increasing economic and commercial use of AI, some form of regulation is  needed 

immediately.6 AI could threaten some of the most fundamental legal concepts such as the rule of 

law and fundamental human rights as it could be used in an almost limitless range of social sectors 

and possibly threaten to infiltrate these sectors.7 The types of ways of legally regulating AI have 

been widely discussed globally. The current discussion regarding the legal regulation of AI is a 

turning point within the evolution of AI and decisions in this respect have the potential to not only 

form current developments but also the future of humankind. In the words of Stephen Hawking, 

‘The rise of powerful AI will either be the best or the worst thing ever to happen to humanity. We 

do not yet know which.’8 

 

2 Foundational Framework 

First and foremost, the foundation for the following work should be developed in order to further 

elaborate on the issue of regulating AI. Therefore, out of the many existing definitions of AI, the 

particular one used in this work is explained. Afterwards, the need for a legal regulation and its 

underlying difficulties are demonstrated. 
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I. The Definition of AI 

To regulate a novel sector, its scope must be defined first. There is no singular definition of AI, 

instead, it depends on the point of view.  

In general, AI is viewed as software which is able to imitate human abilities such as thinking 

logically or creatively.9 According to philosophy, intelligence in its artificial form is the attempt to 

imitate human intelligence; this definition led to rules-based AI systems which were not very 

flexible and limited in their scope.10 However, what is classified as AI has also changed over time 

due to new expectations of what “intelligent” behaviour signifies in machines.11  

An important distinction is differentiating between narrow and general AI, also called weak and 

strong AI, respectively. While narrow AI systems focus on performing specific tasks, general AI 

systems would be able to perform most activities nearly humanlike.12 As of today, only narrow 

systems have been developed.13  

Numerous narrow AI systems are already assisting in daily life, creating groundbreaking 

innovations in diverse sectors, e.g. in the healthcare industry14 or by offering new opportunities for 

enterprises.15 With the increased processing power of today’s computers and the huge data 

available, modern algorithms have become increasingly complex.16 They can process vast datasets 

within seconds and produce useful outcomes, hence, being drivers of innovative solutions.  

According to the OECD, AI systems are machine-based systems which use their received input to 

generate output such as predictions, content, or decisions.17 Following this definition, AI’s aim is to 

autonomously produce output based on given input. This article understands AI systems by this 

definition, focusing on the autonomy of these systems. Unlike conventional algorithms, AI can 

produce human-like outcomes by independently learning and evolving after being programmed 

once. Therefore, the autonomous behaviour is the critical attribute a legal framework should focus 

on. 

II. The Need for Legal Regulation 

The vast capabilities of these systems are also one of the downsides of the technology. The 

increasing complexity of modern technology leads to one of the biggest risks of AI, known as the 

black-box problem. As algorithms increasingly advance, humans will only be able to understand 

the outputs that the AI produces without being able to explain the exact technological functionality 

of such non-transparent systems.18  

Further, a self-learning system can only be as good as the data it relies on during its decision-making 

process. Hence, the outputs of AI systems could be biased. If a database contains racist, sexist, or 

discriminatory data in any form, the AI system will also adopt these principles.19 Humans will no 

longer be able to identify the outcomes as biased because they will be unable to explain the decision-
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making process, e.g. with face recognition algorithms and potential underlying biases based on skin 

colour.  

It is also possible that the immense potential of AI could be misused, e.g. criminals could use AI to 

their advantage or AI could be used to design autonomous weapons systems, thus making weapons 

more lethal.20 These weapons would have such destructive impacts and could seriously harm the 

development of humanity. If AI were to be used in warfare or crimes against humanity, the 

outcomes could be devastating. Thus, nations globally should agree to not use such technology for 

military purposes and should collaborate to hinder the use of AI by criminals. 

In light of these inherent risks of AI, restrictive legislation should be drafted, and rules and 

regulations must be put in place to appropriately deal with AI.  

III. The Difficulties of Legal Regulation  

When legislating modern innovations, minor adjustments to existing regulations is sometimes 

enough, but other times a widespread change in legislation is necessary.21 Thus far, it has been 

sufficient to modify current laws to legislate modern technology, but AI has moved the benchmark. 

These systems’ broad capacities, such as machine self-learning or neuronal networks, surpass 

current legislation. Therefore, specific AI regulations are needed, although this comes with novel 

complications. 

It is necessary to have laws that appropriately address the risks of AI to ensure privacy and security 

and foster trust in AI systems.22 Until recently, legislation has been mostly neutral regarding 

technology, focusing instead on generic principles, which means existing laws could be applied to 

cases involving technology in the same way that they could be applied to cases without any 

technological implications.23  

Because the term AI describes a variety of technological applications and is a vague collective term 

without one common definition, it is only of limited suitability within the legislative process.24 

Legislation is typically a discipline that works by defining content and regulating already well-

established sectors.25 Legislating AI is further complicated due to the fact that the systems do not 

always produce foreseeable outcomes but decide differently each time and learn from previous 

behaviour.26 This makes it challenging to address certain outcomes because the algorithms will be 

presumably very quick in learning and then circumventing the particular practice addressed by the 

regulation.  

Furthermore, the burden of proof in AI cases is problematic. First, there is no human to hold 

responsible for the system's actions. Instead, responsibility could indirectly fall on different actors, 

such as the programmer, the operator of a system, or even the machine itself. Second, because AI 

systems can be a black box for humans, problems may arise when a complainant must detect the 

exact deleterious behaviour.27 This opacity makes it burdensome to pinpoint and prove the specific 
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behaviour and to attribute responsibility to a human party. Therefore, using legislation to address 

such a rapidly evolving issue as AI is challenging, and currently different approaches have evolved. 

IV. Former Legal Landscape 

Some of the previous laws already partially cover AI, for example the EU’s laws on fundamental 

human rights, data protection, product safety, and consumer protection.28 In particular, the EU has 

established an extensive governance of digital services either through planned or recently enacted 

legislation, such as the Digital Markets Act29 that governs fairness in online trading or the European 

Health Data Space30 which harmonises healthcare throughout Member States.31 This section 

discusses two of the most impactful pieces of legislation pertinent to AI and their recent effects in 

detail: the General Data Protection Regulation32 (GDPR), covering the protection of individuals’ 

personal data in the EU, hence, the Human Rights Framework, which addresses the protection of 

fundamental rights. 

1. GDPR 

The GDPR is probably the former legislation which has had the biggest impact in the context of AI 

since it came into force in 2018. It aims to protect the use and processing of the personal data of 

natural persons.33 Its fundamental idea is that the processing of personal data should only be 

conducted to serve humans.34 The GDPR is based on the key values of dignity, fairness, and 

transparency.35 It sets out principles and conditions on how to handle personal data in different 

scenarios and which rights persons have in case of infringements. Further, it sets standards for 

establishing responsible authorities and general conditions for imposing fines and penalties. It also 

has some legislation relevant to AI systems, for example, Art. 22 of the GDPR36 limits the possibility 

of automated decision-making processes if certain requirements are not met.  

The sheer volume and diversity of data processed by AI algorithms make it challenging to determine 

which data falls under the scope of GDPR protection. Unlike traditional data processing methods, 

for which humans can understand and control the flow of information, AI algorithms operate in 

complex ways that individuals cannot easily recreate or interpret due to their ability for 

independent decision-making and continuous adapting. This opacity makes it difficult to identify 

how personal data is being used and whether it complies with GDPR principles. The lack of 

transparency in AI algorithms, due to the black-box problem, and the fact that much of the data is 

not directly linked to one individual pose significant obstacles to the application of GDPR 

regulations.37 Thus, ongoing efforts towards ensuring data transparency and governance are crucial 

to address these issues and ensure the effective application of GDPR regulations and other data 

protection legislation to AI. 
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2. Human Rights 

The European Convention on Human Rights38 (ECHR) came into force over 70 years ago and has 

been amended several times since. It guarantees fundamental human rights and liberties. Because 

AI is being used in a variety of areas, some of them more significant than others, it affects various 

social aspects and therefore imposes a possible threat to fundamental freedoms.39 Thus, not only is 

the GDPR and its protection of personal data relevant when regulating AI but so is the ECHR.40 

The use of AI in private and public sectors can damage several fundamental human rights, 

beginning with impinging on the freedom of speech and expression and ultimately going so far as 

posing a threat to the values of a democratic society.41 The ECHR does address some of these risks, 

for example, Art. 8 ECHR42 establishes the right to privacy, and Art. 10 ECHR43 covers the freedom 

of expression.  

In many cases, ECHR articles are more far-reaching than the GDPR. For example, while the GDPR 

only limits the processing of biometric data to a certain extent, the ECHR’s article on freedom of 

expression applies also in the context of public facial recognition because the possibility of 

identifying anyone within a group would enable surveillance of individuals, thus limiting freedom 

of expression, e.g. if the technology would be used by authorities to monitor individuals during a 

demonstration.44 Furthermore, Art. 6 ECHR45 guarantees the right to a fair trial, which is important 

within the field of AI due to the increasing use of such systems in legal decision-making processes. 

Because, overall, humans are unable to retrace and understand the internal processes and respective 

outcome of AI based decisions (black-box problem), legal professionals are not able to access and 

review the reasons behind an AI decision.46 Hence, it cannot be assured that the decisions are fair 

and impartial, as the right to a fair trial guarantees. This lack of understanding is especially critical 

in the legal field where individuals’ freedom or even life can be at stake but is also important in 

sectors such as health or transportation.  

However, because the ECHR came into force long before today’s rapid development of 

technological applications even started, it can only be applied by modifying its principles to adapt 

it to the digital area. Therefore, the effectiveness of the ECHR for current technologies is limited, 

and it is questionable whether the ECHR can adequately address the challenges arising from the 

widespread use of AI.47 Thus, it is vital to focus on the issues arising from AI by introducing 

particular legislation specifically focusing on it. 

3. Practical Impacts 

In March 2023, the Italian Data Protection Authority (“Garante”) investigated possible breaches of 

the USA-based firm OpenAI. The Garante claimed that OpenAI’s chatbot, ChatGPT, did not abide 

by the requirements of the European Privacy Rules, specifically the GDPR. According to the 

Garante, the application of ChatGPT violated various parts of the GDPR, which determine the 

handling of personal data and oblige a provider to inform users about the processing of their data.48 
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Specifically, they referred to breaches of Art. 549 regarding the principles for the fair, and 

transparent processing of personal data, Art. 650 regarding the lawfulness of the processing, Art. 1351 

indicating that individuals were not informed adequately about their data being processed, and Art. 

2552 referring to violations of the design of the data processing. Furthermore, the Garante criticised 

the free accessibility of ChatGPT even for minors. They claimed it was a violation of Art. 853 of the 

GDPR according to which generally imposes age limits of 16 years or older to accept the processing 

of one's data, under this age, children are not allowed to agree themselves, but their parents have 

to give their consent.54  

The Garante stated that there “appears to be no legal basis underpinning the massive collection and 

processing of personal data” and that the exposure of minors is inappropriate, hence, it threatened 

to impose a fine of millions of euros on OpenAI if they did not modify their product accordingly.55 

After a temporary ban of ChatGPT in Italy, OpenAI agreed to partially modify the algorithms to 

comply with GDPR rulings, e.g. installing the option to decline that one's data is being used as 

training data.56 The authority has recently reintroduced the chatbot, subject to specific conditions 

and with the provision that further measures may be implemented at any time should these 

conditions not be met.57 It further fined the company in regard to the respective privacy breaches.58  

The Italian authorities’ investigations of OpenAI’s product have been the first within Europe since 

OpenAI’s recent and uprising entry into the market.59 This case shows how the GDPR regulations 

can limit the applications of AI and influence its developments. 

Because training AI algorithms requires vast datasets, it is impossible for developers to collect such 

data without also processing personal data, which is protected under the European Data Regulation. 

Due to this need for data, the privacy rules of the GDPR will always partially influence the 

development and innovation process of AI programs.60  

Following the temporary ban of the application, there was concern about Italy falling behind other 

European Member States in the evolution of technological innovation.61 Generally, banning such 

an application could have a significant influence on the country’s markets in general. During the 

short ban of the product in Italy, users of ChatGPT could have replaced it with a competitor’s 

product.62 The ability to ban such products and to shape markets accordingly reveals the legislative 

power that authorities have over the market. Having national authorities publicly criticise a firm 

for not complying with existing laws for users’ protection could affect firms’ market positions and 

replace outdated businesses.63 It is vital that regulation focuses on protecting rights in such an 

evolving field as otherwise the technology will evolve without respecting laws put in place to 

ensure a thriving democratic society. In this case, the Italian authorities respected the privacy rights 

of individuals and only allowed the further market development of the AI tool if the technology 

complied with the GDPR’s regulations. By doing so, it stipulated the importance between balancing 

the protection of personal data while fostering innovation in the field of AI.64 
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3 Risk-based Approach of the EU 

The EU’s approach to legally regulating AI has made the Union one of the first movers globally and 

its regulation already has a wide influence internationally.65 The EU regulation aims to foster trust 

in AI by ensuring that the technology aligns with European values and fundamental rights, so that 

Europe will be able “to become a global leader in innovation”.66 After some years of preparation, 

the Commission published its proposal for AI Regulation in 2021.67 In December 2023, European 

legislators agreed on the final details of the Artificial Intelligence Act (AI Act),68 and the European 

Parliament voted in favour of the draft text in March 2024.69 The Act came into force in August 

2024.70  

The legislation’s definition of an AI system has changed throughout the latest versions of the Act 

and is now based on the OECD’s definition, as stated above, and outlined in Art. 3 (1)71 of the final 

draft. It hereby focuses on the characteristic of the autonomy of the systems, which are able to 

create certain outcomes on the basis of the given input. 

The AI Act is based on the idea that only systems with a high risk to individuals’ rights should be 

regulated. Hence, simple systems that pose a low risk should not be curtailed. Overall, the Act 

focuses on ensuring safety and transparency to prevent violations of fundamental rights, 

encouraging a human-centric and ethical approach to AI technology.72 Thus, it follows a risk-based 

approach because it classifies different categories of algorithms according to their threat to safety 

and fundamental rights, namely prohibited systems, high-risk systems, and minimal-risk systems, 

and focuses on imposing regulations for high-risk systems.73  

The AI Act differentiates between completely prohibited AI practices and high-risk systems, which 

are allowed but only under certain conditions.74 Art. 575 of the Act lists specific sensitive sectors and 

practises in which the use of AI systems is completely prohibited, e. g. systems which could 

influence individuals’ decisions or services which exploit vulnerability of a specific group of 

persons. The high-risk systems are classified according to Art. 676 and some are explicitly listed in 

Annex III77 of the Act, which include for example biometric technology, or products used in 

education or employment. Therefore, the AI Act does not aim to regulate the development of the 

underlying technology itself but rather it limits specific fields of application where high risks may 

occur. Because it covers all forms of AI across sectors the Act follows a horizontal approach which 

allows its wide application. By targeting the usage of the technology for the possible threats it poses 

in certain ways of application, the AI Act aims to prevent breaches instead of focusing on 

prosecution after a violation.  

A new addition to this version of the Act is the regulation of General Purpose AI (GPAI) systems 

in Title VIIIA.78 These GPAI systems cannot be sorted consistently into the fixed categories of the 

AI Act due to their extensive range of application, which was criticised about the draft texts before. 

By addressing broad categories of systems and inserting this new category as a sort of catch-all 

element, the EU’s approach aims to adapt to the evolving landscape of AI and react flexibly to the 

https://creativecommons.org/licenses/by/4.0/deed.en
https://doi.org/10.5526/esj.440


The Regulation of AI – a Brief Overview of the EU’s AI Act with a Particular Focus on Human 

Rights and Innovation 

 

9 
This article is licensed CC BY 4.0 (Sabrina Pölle)  Essex Student Journal, 2026, Vol.17(1) 

DOI: https://doi.org/10.5526/esj.440  

future technological evolution. Another recent addition is the expanded legal basis of the act within 

the preamble. While previously, it had only been Art. 114 of the TFEU focusing on the 

harmonisation of the internal market of the Union, now Art. 16 of the TFEU is also explicitly 

mentioned, consequently, highlighting the importance of protecting individuals’ rights, specifically 

protecting personal data.79 

By focusing on the regulation of high-risk systems, the EU’s AI Act ensures that fundamental rights 

are protected even when using AI rather than aiming to control the technological development 

itself. While the regulation prohibits some systems because the risk is perceived as exceedingly 

high, most high-risk systems are allowed provided they meet strict requirements and follow the 

safety and ethical standards set out by the Act. Therefore, developers of AI systems, who want to 

make economical use of their product by placing it on the market, must comply with these 

principles, imposed to protect basic rights, which should ideally lead to the existence of all AI 

systems on the market meeting ethical standards.  

Additionally, the Act introduces methods to ensure regular assessment and documentation, for 

example by introducing obligations for risk management systems in Art. 9,80 and heightens the 

required quality criteria for training data, in Art. 10,81 to increase the transparency and ensure the 

reliability of the systems. Moreover, Art. 1482 stresses the importance of human oversight and that 

there must be an option for humans to intervene at any stage of the decision-making process. Art. 

4383 introduces a mandatory conformity assessment for high-risk systems that ensures all 

requirements are met, and Art. 4984 introduces a CE certification as a licensing method for the 

technology. In addition, all high-risk systems must be registered into a Union-wide database 

according to Art. 6085 to allow a harmonised surveillance. Sanctions of non-compliance are 

regulated under Art. 71 ff.,86 with the heftiest ones ranging up to 35 million Euros or 7% of the 

worldwide turnover threatened for non-compliance with the regulations regarding prohibited 

practices. Systems classified as minimal or no risk can be used without any far-reaching restrictions. 

The EU wants to find the right balance between restriction and innovation in this developing field 

and, by doing so, aspires to become the global leader in AI regulation.87 Its objective is to address 

and regulate the potential societal impacts of AI while fostering innovation, mainly in low-risk 

sectors, and support a responsible development of AI within the EU. In this way, the regulation 

limits the perceived risks and safeguards the rights of individuals while promoting technological 

development of low-risk systems to pave the way for ethical innovation. 

Because the AI Act will be applicable to all EU Member States, it is going to ensure there is a 

harmonised framework throughout the Union. Art. 5988 of the Act provides for the installation of 

national supervisory authorities and Art. 55b ff.89 calls for a European AI Office and the AI Board, 

which are responsible for interpreting further details of the AI Act, investigating infringements, 

providing guidelines and advice, and supporting international cooperation.90 
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I. Territorial Impacts 

The AI Act’s global impact might be helped by the so-called Brussels Effect, in which companies 

outside of the EU comply with EU regulations because having one global approach is more practical 

than having different ones for the EU and for the rest of the world.91 This powerful effect could 

even lead to the AI Act becoming a global standard. The AI Act, like the GDPR, also functions 

extraterritorially, which means it also binds companies outside the EU if their product has an impact 

on European citizens.92 There will be no distinction between the role of an institution depending 

on its position on the supply chain of an AI application. As long as the product is to be used within 

the EU then the rules apply, even if the provider is not based in the Union.93 Therefore, the Act’s 

territorial scope will be very broad not only due to its direct applicability but also due to the 

powerful Brussels Effect, which could ensure that products not directly concerned by the AI Act 

comply with it.  

II. Human Rights under the AI Act 

By regulating AI systems as they are being used or even before use when only the intent of 

utilisation is given, the EU’s Act ensures that Member States comply with European ethical 

standards. Because the regulation distinguishes between different levels of risk, it aims to guarantee 

fundamental rights by identifying potential threats and accordingly deciding on requirements that 

shall mitigate the threats. The restrictions imposed on high-risk AI systems attempt to minimise 

potential risks and control them. 

By explicitly mentioning Art. 16 TFEU,94 which guarantees the protection of personal data and 

binds the European authorities to this protection, in the preamble,95 legislators emphasise the 

importance of this protection and make clear that they want to incorporate this right in the AI Act 

to guard individuals' right to privacy. Nonetheless, this article was only added to later versions after 

critics pointed out that the Act did not acknowledge human rights enough. Furthermore, it has no 

binding effect because it is included in the preamble; however, the number of references to human 

rights within the Act’s articles has increased after this change.96 

By banning AI systems in certain areas where the Act perceives human rights could be at risk, 

human rights violations are prevented before they could even occur. For example, Art. 5 No. 1(ba)97 

bans systems that could categorise persons based on their race, sex, or other biometric data in any 

technical variation. Furthermore, high-risk systems are strictly regulated and only permitted if they 

meet strict requirements to ensure compatibility with guaranteed rights, e.g. the requirement for 

human oversight intends to verify that decisions made by machines are reviewed by a human. This 

requisite ensures that human experts oversee decision-making processes, thereby guaranteeing 

accountability, fairness, and ethical standards are upheld. In addition, human oversight enhances 

public trust in AI systems by ensuring that fundamental human rights and principles are respected. 

Nevertheless, human overseers of AI are also error-prone, and using such oversight could lull users 

into a false sense of security.98 Thus, this condition is not the perfect solution for ensuring safe AI. 
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Accordingly, the AI Act also emphasises the importance of testing and validating processes to 

ensure that AI systems work as intended and do not pose risks to individuals rights, for example by 

requiring providers to conduct ongoing monitoring processes and market surveillance described in 

Title VIII99 of the Act. Moreover, the AI Act establishes clear expectations for training data, 

requiring audits and transparency to ensure the integrity and reliability of AI-based decisions. This 

focus on data quality, review mechanisms, and traceability not only contributes to the overall safety 

and accountability of AI systems but also serves to protect inalienable human rights by ensuring 

that AI outcomes are fair, non-discriminatory, and in line with ethical standards. 

Many expected that the EU approach would be focused on the protection of human rights due to 

previous legislation and ongoing discussion regarding the regulation of AI; instead, it focuses 

heavily on harmonisation and standardisation.100 Human rights are acknowledged within the Act 

and serve as a basis but are not the focal point. However, a collaborative approach based on Art. 114 

TFEU across the Union could facilitate the protection of fundamental rights by streamlining the 

process of revision and implementation, hence ensuring its conversion due to the simplified 

harmonisation. 

While the EU’s AI Act focuses on harmonising the internal market, it still highlights important 

regulations to ensure human rights are met, transparency is maintained, and effective risk 

management measures are introduced.101 By proactively regulating the technology prior to its 

development and ensuring a thorough monitoring and assessment after being put on the market, 

when enforced effectively, the EU Act could mitigate risks of AI systems harming or violating 

individual rights. 

III. Innovation under the AI Act 

Because AI technology has many different advantages, its overall establishment cannot and should 

not be hindered completely. AI can enhance economic and societal welfare, which is why many 

countries are currently competing to achieve these benefits faster than others.102 In order to keep 

up in this global competition and drive their economic growth, nations should invest in AI 

innovation and development to keep up with the global competition for better effectiveness and 

economic opportunities.  

A common method to support technological research is to install regulatory toolboxes as a flexible 

and secure approach to test certain regulations.103 One version of such toolboxes within the context 

of AI has been so-called regulatory sandboxes. These are fenced-in zones where new products and 

services can be tested; having these areas fosters innovation while minimising the possibility of 

unforeseen harms affecting the general public, allowing developers to experiment without 

endangering individuals’ rights.104 Thus, establishing some procedures to foster innovative 

development in AI is necessary for nations to not be left behind in the international race for 

algorithmic intelligence and economic efficiency.  
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The EU supports innovation by setting up such AI regulatory sandboxes as outlined in Title V105 of 

the AI Act. The Act binds the Member States to establish at least one such sandbox system at a 

national level or on a combined national level by collaborating with other nations and setting up a 

regulatory sandbox accessible for a group of Member States. In addition, the AI Act aims to simplify 

access to datasets as one core foundation for algorithmic development. It also highlights the 

importance of integrating small enterprises and start-ups into the development by allowing them 

privileged access to the regulatory sandboxes according to Art. 55106 of the Act.  

This method promotes the exchange of ideas, expertise, and resources by supporting collaboration 

in various fields. By providing the opportunity to experiment within sandboxes, the Act refrains 

from having a traditional regulatory approach, instead ensuring a proactive and agile regulation 

framework.107 Joint efforts between countries allow governments to pool knowledge and grant 

access to small or medium-sized enterprises, while ensuring the compliance with safety standards 

across the Union.108 Through collaboration, governments can establish and enforce unified safety 

regulations which apply to all participating entities. This unified method not only enhances 

universal safety standards but also creates a consistent regulatory environment for companies 

operating within the Union, making the European market, as a whole, attractive for institutions 

due to the standardised requirements. When experts from various fields and backgrounds come 

together, they bring different perspectives and experiences to the table, which often leads to the 

emergence of innovative ideas and approaches that can more effectively address complex 

challenges. 

Easier access to data will enable algorithms to develop using large amounts of data, which will boost 

innovation and the competitive position of the Union.109 At the same time, the compliance of these 

datasets with the GDPR and its protection of personal data shall be ensured, according to the EU’s 

Commission, which strives to encourage a wider availability of data while respecting personal data 

legislation throughout the establishment of this access.110 In addition, the ability to access and 

analyse large datasets gives organisations a competitive advantage. In providing this access, it is 

crucial to prioritise the protection of individuals' privacy and data security to comply with the 

relevant data protection legislation and maintain the trust of individuals. 

By elaborating on the requirements companies must meet to adhere to the Act, the EU has 

prevented legal uncertainty. Meeting the comprehensive requirements of the EU’s Act allows 

companies to drastically reduce the risk of legal disputes and penalties. Such clear requirements 

enable informed decision-making and appropriate action to meet the standards. By setting fixed 

requirements, the EU has created a unified playing field for all firms operating within the 

jurisdiction. Businesses can compete on an equal level without any ambiguity or confusion 

regarding the legal obligations they need to fulfil, which will encourage fair competition and 

support innovative development within the market. 
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4 Conclusion 

While a perfect regulatory framework might not exist, it is important to enact the best possible 

regulations which are able to keep pace with the technological developments before the arrival of 

stronger and more competent AI.111 Instead of racing towards having any kind of regulation, it is 

vital for securing the future well-being of humans to have the best possible regulatory foundation, 

not only nationally but on a global level.  

In depth research should focus on the specific global effects the approach might have, especially in 

comparison to other powerful nations, not only economically but also regarding the reliability of 

governance and monitoring mechanisms. This is important to ensure a future-proof approach 

which will be able to adapt to novel technological developments. Additionally, defining the right 

scope in such a new field is vital to cover all relevant aspects, which is why the definition of AI is 

an ongoing issue in research, and should be analysed further in relation to different regulatory 

approaches. As this field is so flexible, it is important to define the framework conditions correctly, 

but without becoming rigid about it. 

The EU’s AI Act is a world-first attempt to set up a horizontal regulation for AI systems; however, 

regardless of its broad scope of application it has weaknesses.112 While its risk-based approach might 

address issues before they become a problem, the strict requirements could lead to over-regulation 

and hinder the development of AI and, thus, frustrate the success of this legislation.  

It is vital to develop solid AI regulation now to shape the future of technology. Such a regulation 

should be able to react proactively and not only reactively, preventing violations instead of only 

penalising them afterwards. A similar situation occurred regarding the regulation of cyberspace: 

regulations came into force too late, when a few companies dominated the internet, and today's 

regulative measures are only able to react to violations instead of shaping the internet’s 

development to align with human rights.113 Thus, a harmful evolution of AI should be prevented 

by enacting strong regulatory frameworks for AI to develop within and shaping any technological 

advancements.114  

The EU’s risk-based approach might be a sufficient framework as it addresses the technology 

proactively before violations happen. Even if the EU’s method has shortcomings, by enacting a 

proactive legal framework as of today it ensures that it already has a foundation to refer to in 

future, even if the technological environment changes. The AI Act proportionately addresses the 

protection of human rights by focusing on potential threats. However, its excessive regulatory 

requirements might be excessively theoretical and complex to practically implement while 

successfully fostering innovative developments. 
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